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Canonical Firewall Architecture
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Information Access Trend

= Online data IS more accurate
= Stored/Staged data is obsolete

= Types of data
— package tracking

— technical data (private and public)
— news and financial data

— government filings

— Interwoven applications using XML
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Internet Access has become expected

= Wired Broadband
= \Wi-Fi
m Cellular
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Internet Access has become expected (cont’d)

= Wi-FI (wireless)
— coffee shops (Starbucks/T-Mobile, ...)
— bookstores (Borders/T-Mobille, ...)
— copycenters (Kinko’s/T-Mobile, ...)
— airports
— public spaces (NYC’s Bryant Park, ...)
— phone booths (Verizon)
— conferences
— 24x7x365 access, at will, wherever one Is
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Internet Access has become expected (cont’d)

B Cellular Data

— announced in USA Today, 25 March 2004,
page 3B

— Broadband-class performance
— Verizon (deploying EV-DO)

— Sprint (1XEV-DV)
+1-2 years

— Now deployed and useable in many areas

Safe Computing in the Age of Ubiquitous Connectivity
Slide 6 © 2003-2005, Robert Gezelter Software Consultant, All Rights Reserved



Robert Gezelter Software Consultant

However, inside enterprises —

= Qutside, access is (or is becoming)
ubiquitious

" |nside, access Is Increasing in complexity

= Past model was “gatehouse”; hard outside,;
Inside was/is fairly soft

= One size fits all, no texture or subtlety

= | evels of Trust (payroll, health, proprietary)
= Ease of breach/theft (e.g., script kiddies)

= Rogue Access Point deployments
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The Real Issue — TRUST

the word TRUST means different things In
different contexts
t

ne word TRUST means different things to
different communities

"= |n human relationships, TRUST Is often used
In an absolute sense

" |n legal contexts, TRUST Is a far different
concept

= Unsurprisingly, people can often agree on
wording easier than the concept
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All of engineering & structural design
IS about safety factors.

The art of ensuring safety in the face of
error, uncertainty, and imperfection.
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In God we trust —
All others we polygraph.

— Tom Clancy
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Technical TRUST — What does it mean?

= Liability exposure

= Need to know

= Things may not work as planned

= When building houses, carpenters:
— toe-nall
— Cross-brace
— hurricane straps
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The Modern Corporation

CEO

Staffk

ClO CFO "t CMO CPO

Staffk Staffk Staffk Staffk

" Access Is NOT related to rank
= Access Is related to clade, project
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Data and Liability —

"= R&D

= Deal making

= Client confidentiality/privacy

= For employee’s own protection
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Goal — Seamless Technical TRUST —

= |f you don’t breach the barrier, it isn’t really
there. Is it?

= |nsufficent walls create catastrophic
fallures — the “Titanic/Comet Syndrome”
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The Age of Innocence

= Machines were rare
= |nherently restricted access
= Few players, all known to each other
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Original Internet — Total TRUST

= No safeguards

= No Integrity checks

= No compartmentalization

= Total Net Crash — IMP caused (SEN, 1/1981)
= Trusting server processes (e.g., sendmail)
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The Age of Ubiquitous Computing/Connectivity

= Huge number of machines

= Easy access to essentially unrestricted
bandwith/connectivity

= Worldwide connectivity — essentially
anonymous

= “On the Internet, nobody knows that you are
a ldog111
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Traditional Simplistic Firewall Architecture

T,

Internal Network

N VYA YA A Y N N N

Firewall
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Analyze the Threats

= |nternal information control (“Need to know™)
= Curiosity (e.g., celebrity tax returns)

= |nsider fraud

= “Loose lips sink ships”

= Criminal

= Visitor-borne contagion
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Internal Access Obligations/Restraints

= |nternal Security — Pricing, Internal data
= National/Homeland Security

= Regulatory — SEC, FDIC, FRB

= | egal — HIPAA, other protected

= | ess monolithic teams
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Traditional Simplistic Firewall Architecture
with DMZ
””””””””””’

Host Host Host
Computer Computer Computer
A B C

TL;L

Inner
Firewall

Outer
Firewall
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“Inside” Community Is more Diverse

= Employees
= Contractors
= Vendors

= Salesmen
= Customers
= Colleagues
= Regulators
" |nterviewees
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Technology-based Security Concerns are
similar for wired, Wi-Fi, and cellular

= Are wall sockets really secure?

= Passive attack — sniffing/eavesdropping
= Trojan Horse (software/hardware)

= The “Remote Control” syndrome
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Security/Access Concerns

= authentication

= privacy/anti-eavesdropping
= bandwidth allocation

= springboard elimination
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Personnel Department
A & & 5 5 N & A

Research & Development
‘ y A 4 & &8 8 & 4 A
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Security Domains

= Security by architecture/structure
= |Limit and control trust and delegation

= Monolithic domains cannot factor the
problem space

= Sibling and child security domains
= DMZs

= Cul-de-sacs

= pseudo-public access to dial-tone
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DMZs

" not just between Internet and intranet

= each organization contains many relative
outsiders

= firewalls are internal security partitions
= VPNSs even within the organization

= X.509 Certificates/HTTPS for intranets
when sensitive business/personal
iInformation Is present
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Nested and Sibling Security Domains

Internal Network

Inner Firewall
(Multiple LAN Adapters)

Outer
Firewall
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VPNs Within the Corporation

"””””””””’

User User User User
A B C D

Department Department
Al r A2 r
Firewall Firewall

Encrypted Tunnel
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Corporate AV & & & & & NS
Firewall
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Cul-de-sacs provide Dial-Tone

"””””””””’

Wireless Wireless
Access Access
Point Point

User User
A B

/
/
/
/
y

Department [Juyr—Zay— 2y 4 VPN Access [ 20y 2y 4

Firewall Server
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Cul-de-sacs

= WAPSs are only digital dial-tone

= getting out of a cul-de-sac requires VPN

= extensive use of proxy servers

= assumption of compromised network media
= |ocation of WAP relative to gateway

= WPA and WPAZ2 only address the “last meter”
problem
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Questions?

Robert Gezelter Software Consultant

35 — 20 167th Street, Suite 215 +1 (718) 463 1079
Flushing, New York 11358 — 1731 gezelter@rlgsc.com
United States of America http://www.rlgsc.com

Session Notes & Materials:
http://www.rlgsc.com/ieee/Houston/2006-09/index.html

Safe Computing in the Age of Ubiquitous Connectivity
Slide 32 © 2003-2005, Robert Gezelter Software Consultant, All Rights Reserved




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts false
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


